tions

‘ 4
3y
7

J

A
435
e

P

Capability
Deck

Technology Innova

VAR

e
,’\
Krishworks



Embedded Edge Gateway Solutions Capabilty Deck

Microcontroller & loT Nodes < { Edge Gateways & SBC II > Cloud
, . . - LTE
I I I I
WiFi HTE
''| Firmware - Security - | | |
I I I I
| | ' =
I I I I
I Cloud Sync - Protocols - | Thresd I LAN
I I I I
|| OTA —> Provisioning - || || Embedded Linux - Yocto, Buildroot & |
! | ' custom Linux Portin = | WiFi
g
I I Sub-1 GHz I |
I I |
| | Data Acquisition Through Sensors — | | S | | |
| | L | Bootloader(Uboot), Kernel, Device Drivers —» | | @ Ne-ioT | || |
I | AR I | NB-1OT /
| | Matter | | Cat M1 | Il |
Energy & Power Management — | | | I
| | | Secure Boot, Verified Boot, Device | | | |
! | | M : : : -
apper, Verity, Disk Encryption | || |
| Prototyping & circuit design, Component /% | aLE | | | _ | |
' sensor Selection | | | | Cloud Native | |
| | | Hardware Security Modules, eFuses and | I | |
! | @ | OTP (One Time Programmable) NV - | I AUl -
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Capability Deck

ilization

aaaaaaa

aaaaaaa

Building Prototypes ,

» |dentifying components & development
kits.

« Assembling them on general purpose
PCBs.

) )
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Capability Deck

Bare Metal Firmware
Development

e Pl « MSP 430 « ARM

NETC 8 DMDOE 08 IEE0H 5 Wos 2

e« TIVAC - Silicon Labs EFM8
« SD Card, FAT File System <<((((-))>>>>

« USB - Control, Interrupt, Bulk Transfer (GRS

. Bluetooth Classic EDR 2.1 and BLE +« TCP/IP
« MQTT +« PWM + LCD -+ LoRa - RFM95W

« 7SegmentLED 12C, SPI, 1-wire
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https://krishworkstech.com/microchip-pic16lf18877-pic16lf1535/
https://krishworkstech.com/silicon-labs-efm8/
https://krishworkstech.com/i2c/
https://krishworkstech.com/spi/
https://krishworkstech.com/ble-nimble/
https://krishworkstech.com/lorawan/

Firmware Development on Capability Deck
Free RTOS

e ESP32,STM32 - Mesh Network - WiFi/BLE

[
3
3
3
3
3
)
3
~

 WIiFi/BLE co-existence + LTE + ESP NOW

« ESP Rain Cloud +« ESP Touch
- Node: Access Point/Station mode

e 4G-SIMCOM 7600X, Quectel - HTTP, FTP - AT
Command , PPPOE Mode

« LCD, OLED -« Bluetooth, NIMBLE <+ OTA < SPIFFS

* FAT File System, VFS + RMT < HTTP Server

e Ca ptive Portal e Provisionin g  LORa, LORAWAN e ESP:fz o RERRLLELER

e g - o 212
T = 2 [ = Anaann B
- - s : 8

= 1

« /RFIDLED - I2C, Temperature Sensor < NFC

« ADC - Potentiometers, Voltage dividers, battery
level monitoring
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https://krishworkstech.com/esp32-wifi-mesh-ota/
https://krishworkstech.com/st-microelectronics-stm32/
https://krishworkstech.com/mesh-wifi-and-ble/
https://krishworkstech.com/4g-lte/
https://krishworkstech.com/esp-now/
https://krishworkstech.com/ota-ota-over-mesh/
https://krishworkstech.com/captive-portals/
https://krishworkstech.com/temperature-sensor/

Single Board Computers
(SBCs)

Raspberry Pi (5, 4B, Pi Zero 2W, CM4 with I/O
expansion packs: RS485)

loT Edge Gateways - Dell, Compulab, Laird, Dusun

Debian OS (Ubuntu, Raspbian)
LTE Modules (Quectel, Simcom)

GPS Modules (Simcom, Raspberry Pi HATs)

Bluetooth, NIMBLE -+ Creating custom BLE device
LTE Internet: NDIS, RNDIS
LTE Internet over Serial and USB interface

System services + OTA (Over-the-Air) updates

IH%I 867010032235500

FCC 1D UDVU-2816@7

S2-106R4-Z105P-Z1QSL .
E r" L

 YWSINges e |

Raspberry Pi

Capability Deck
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https://krishworkstech.com/dell-compulab-laird-compute-module-gateways/
https://krishworkstech.com/gps/

Single Board Computers
(SBCs)

Scripts (cron, python, bash)

Applications (Node, Python) < Kiosk modes
Device monitoring and dashboards

Cloud to device communication

Captive portal for provisioning

MQTT (local and cloud broker)

Sockets (TCP, UDP) + System programming
Network priorities <« DMA

SMI (Secondary Memory Interface)

OBD (On-Board Diagnostics), CAN BUS
RS232, RS485, Modbus

Capability Deck
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https://krishworkstech.com/rs-232-and-rs-485/

Capability Deck

Cloud

« AWS (Greengrass, loT Core, Thing, S3, DynamoDB, A\

Kafka, MQ, Postgres, IAM, Amplify, SNS, SES, .
Lamda, Cloud Watch, Cognito ) * D

tttttttttttttt

» Azure (AD, IoT hub, Event hub, Stream Analytics,
Blob storage, Cosmos db, Change feed, Signal R)

Azure Functions

4 Cloud
Firestore

 GCP (firebase, authentication, firestore, storage,

notifications, App engine, Compute engine [ /A Microso
’ ' ! 1 ICroso
Reserved IPs) A hzire
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https://krishworkstech.com/aws/
https://krishworkstech.com/azure/
https://krishworkstech.com/gcp/

Cloud

DigitalOcean, GCP, AWS, Azure

Fleet provisioning < Fleet monitoring on maps
Grafana dashboards -« Load balancers
Nginx, gunicorn <« Cron jobs, System services

Websockets « SQL (Postgre database)

X509 certificate security
noSQL (Mongo, firestore, cosmos, dynamoDB)

Timeseries database - Influx database

Capability Deck

Microsoft
Azure

DigitalOcean

@ influxdata’

.mongo ]
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https://krishworkstech.com/digitalocean/
https://krishworkstech.com/sql/

Capability Deck

Smart Devices

 Matter

Yale SmartThings

|_
LL \ %
Z
o ‘
O
m -

e Thread
e SMmart Locks f WAVE

« SmartThings

e SMmart Water Valves

« Z-Wave protocols

e Samsung SmartThings

« Hub drivers

- Smart device capability and feature
L
enhancements A& Matter
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Capability Deck

9.30am

< Cooper Joseph # JmMs D 123456789

Cooper Joseph

# Central Jail-4-A-06-8 Filter Controller

@ Male Holding

'~  Current: 0A

Abnormal high heart rate

@ 2 mins Ago

Add Q-Bot Device

Time Left: 0:00

Mobile Apps

Filter

PB Status: OFF

« Activity Lock

of’

Normal

unlocked Time On:
S5min(s) c———)

« Frameworks (Flutter)

Range

—_— =
"-:/ No data for last
AN o AARde

Timestamp

= Battery

Between 15-20% Status: Sunday, January 14 2024 00:04:02

- Native Mobile apps

System ON LED
Status: HIGH

Filter ON LED

Status: LOW

Heart Rate

30 Mins 1hr 2 hrs
« Media compressions and encoding ¥ 96

» Bluetooth Low Energy

No Water LED
Status: LOW

Searching for Q-Bots

High Current/Filter Blocked LED
Status: LOW

Make sure your device is visible.

System ID
Status: 0x14

|
o
/( Flutter
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https://krishworkstech.com/flutter/

Capability Deck

Backend

 NodeJS, ExpressJdS —XOress 1 JS

+ Python/Flask/Django < APIs
« Media compressions and encoding S
« Authentication, authorization, roles

a Prisma

@Sequelize

» ORMSs (Prisma, Sequelize)

« Websockets

« Swagger documentation

Page 11


https://krishworkstech.com/nodejs/

Capability Deck

Available devices > Device name 1

Filter Controller m

Timestamp
Status: Sunday, January 14 2024 00:04:02

’ Current: OA
System ON LED

Status: HIGH .
0 Time Left: 0:00min

Filter ON LED
Status: LOW

No Water LED

Filter Q Status: LOW

PB Status: OFF
High Current/Filter Blocked LED

Time On: Status: LOW
5 mins) ® System ID

Web Apps

930 am
. Router status LoGo Dashboard Driver Analytics Predictive Maintenance  Inventory Prediction
# JMS ID 123456789 @ |jelp el aly 4
Req CtJ S < CDOPEI’ JOSEPh 8 -
Nvisior Depot Total Driver
Cooper Joseph
Heart Rate “ 30Mins | Thr 2 hrs -
\ # Central Jail-4-A-06-8 ] O O O 4‘ 8 9 / O O
¢ N eXt J S " © Male Holding ¥ 96

200

@ 2 mins ago ‘

Toda Tomarrow 7 days 10 days 890 days Predictive Maintanance

Tampering Activity 150 80 —y

Lock Unlocked
100

Battery Percentage Low

out of Range Inactive buses Active buses Due For Service

50
n 10 9 8 7 6 5] 4 3 2 1 Sec
4 [ ] »
« Activity o
L SN 20% 80% 100%
Exertion El - v oo 189/1800 1611/1800 1800/1800
100
80
d Surendranagar Godhra Indare Hashangabad

60 ; Jamnagar ’ ' 3 Search Bus 3

History view all . Zaadid Flaj.kﬂl _ Vadodara

lndia Bilaspur
14.00 Sensor Swap



https://krishworkstech.com/reactjs/

Capability Deck

Date: 14/06/2024 10:57 AM Location : DSC Cell House Hot Spot 85 °C  Cold Spot 40 °C I
[
AAAAAAAAAAAAAAAAAAAAAAAAAAAA
1 1 2 2 3 3 4 4 5 5 6 6 7 7 8 8 9 9 10 10 1 1 12 12 13 13 14 14
CN
1 HERREEN
2 HERNEEN

+ Pronunciation assessment (cognitive skills)
HEEEEEN

e Mobilenet + FaceNet(svM) M o o e

Trend of Cold Spots

« VGGFace -« Yolov3 < UNET -« Python

« TensorFlow, TF-Lite, HLb5

 Transformer + BERT ¢ LLM « NLP - [

40 60 40 60
Cell Number Hot Spat Cold Spot
30 70 30 70 Cell Number 20 20 25
[ ] [ ]
. Cell Number 15 12 15
20 80 20 80
eeeeeeeeee 3 9 24
10 90 10 90
Cell Number 4 8 13
0 100 0 100
Cell Number 6 3] 3
qQ B8

Industrial 1oT
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https://krishworkstech.com/python/
https://krishworkstech.com/tensorflow/

Capability Deck

.= - T =h Refined Data
7
Initial Data 7
» Ve
AN Ve
7/
0.3 7/
iy . 7/
j .|' il ~ -
0.2+ |l [} i
| Wi l ]
8 .: ! ! ‘f.
s '
2
g .
L il
4 |; : .! | | i
IR \| '
ol Hn
" LA
2 4 6 O 20 40 60 8 10 120 14 180 180 200

Algorithms

 FFTs (Fast fourier transforms)
« PWM (Pulse wave modulations)

- DSP (Digital Signal Processings)
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Capability Deck

Solution sectors

- Healthcare -« Critical health monitoring
« Telematics -« Mobility

 Home Automation

« Restaurant Management

+ Order/PoS Management

« Hospitality
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Ul/UX

 Information architecture

e Prototyping <« Wireframes

« Low-fidelity, mid-fidelity, high-fidelity

Capability Deck

iannig

Welcome

Empower your notificatio

< Cooper Joseph # Jms D 123456789

USERAPP

A USERAPP

Cooper Joseph

‘ ' ’ \ # Central Jail-4-A-06-8

@ Male Holding
Abnormal high heart rate
Status : Not Listening ® 2minsag o

Not Listening to your notificati

Status : Not Listening Activity

Switch App

Select a new app Switch Authentication App

Heart Rate

30 Mins 1hr 2 hrs
¥ 96

oo < o

Your device needs to be
connected.

Q-Bot device is connected.

A

Home

Home
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https://krishworkstech.com/ux-ui-process/

Capability Deck

QA

¢ Selenium framework

« Appium mobile automation framework

« Testengine -+ Hybrid framework
» Behavior Driven Development (BDD)
» Test Driven Development (TDD) + Pynt

c Newman -« Jest
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https://krishworkstech.com/selenium-java/
https://krishworkstech.com/appium/

